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1 Preface 

1  This document describes the conditions for use of Certif icate and 

Certif ication Mark issued by the Norwegian Certif ication Authority for  IT 

Security (SERTIT). This document is  part  of the framework conditions for IT 

Security Certif ication in the Norwegian Scheme.  

2  SERTIT reserves the r ight to make any changes to the document in the future.  

3  All enquiries concerning cert if ication, the Certif ication Scheme, this 

document or comments on i ts contents shall  be addressed to SERTIT.  

Enquiries relating to other matters may be directed to SERTIT.  

2 Purpose 

4  The purpose of this document is to describe how the SERTIT logo and the 

name of the Certif ication Authority,  Certif icates and Certif ication Mark 

issued by SERTIT may be used and referred to by other parties .  

5  Other framework conditions for IT security cert if ication under the Norwegian 

Scheme are published on the website sert i t . no. 

3 SERTIT logotype 

6  SERTITs logo consists of two elements,  a  symbol and a signature. These two 

elements shall  always be visualised as shown in the figure below. The symbol 

may be used alone, but the signature must be used in combination with the 

symbol.  

7  The symbol consists of a group of pixels surrounded by a ring, and symbolise 

as such protection of digital  information .  

8  Certificates issued by the Norwegian Certif ication Authority for IT Security 

can either be recognised internationally under the CCRA  [5],  within Europe 

as part  of the SOGIS MRA [14],  nationally under national security 

requirements regulations or combinations of those.  

Figure  1:  SERTIT log oty pe  
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4 General rules – Certificates –  Licenses - Diplomas 

9  All Certif icates/Certif ication Reports and ITSEF licenses and diplomas 

issued by SERTIT will  carry the logo and the name of the Certif ication 

Authority as shown in Figure 1. The documents mentioned above also carry 

the full  name of  the Certif ication Authority:  Norwegian Certif ication 

Authority for IT Security (SERTIT). The use of the logo and the name of the 

Certif ication Authority are  regulated in the visual profile manual for 

SERTIT.  

10  A list  of Certif icates issued by SERTIT will  regularly be published on 

SERTIT’s website .  Mutually Recognised Certif icates under CCRA [5] shall  

be published on the official  Certif ied Products List .   

11  An overview of laboratories holding an ITSEF license  from SERTIT is 

published on SERTITs website.  The official  portal  of the CCRA
1
 and the 

SOGIS MRA
2
 holds information on approved ITSEFs under the respective 

Schemes,  Arrangement  and Agreement.   

4.1 National Certificates  

12  National Certif icates issued by SERTIT is to  bear the logo and the name of 

the Certif ication Authority as  shown in Figure 1 and described in chapter 4.  

13  The logo and the name of the Certif ication Authority  confirm that  the 

Common Criteria cert if icate has been issued by an authorised Participant of 

the CCRA [5] and the SOGIS MRA [14].  It  a lso states that  the Cert if ication 

is compliant with the CC standards [1],  [2] ,  [3] ,  [7] ,  [8] ,  [9]  and CEM [4],  

[11].   

4.2 Common Criteria Certification Mark  

14  As stated in CCRA [5] ,  Annex E,  every Common Criteria cert if icate issued 

under the terms of this  Arrangement is to bear the mark shown in Figure 2.  

                                                      

1
 www.commoncriteriaportal.org 

2
 www.sogisportal.eu/index_en.html 

Figure  2 :  Co mmon Criter ia Cert i f icat ion Mark  



 

CO N D I T I O N S  F O R  U S E  O F  C E R T I F I C A T E  A N D  C E R T I F I C A T I O N  M AR K  

SD  030E,  V E R S I O N  3.1 ,  19.02 .2018  

 

 

 

4   

15  This mark confirms that  the Common Criteria cert if icate has been authorised 

by a Participant to this Arrangement and i t  i s  the Participant 's  statement that  

the cert if icate has been issued in accordance with the terms  of this  

Arrangement .  

16  Upon receipt  of  a Common Criteria cert if icate,  the mark may be used by 

vendors in conjunction with advertising,  marketing,  and sales of  the product 

for which the cert if icate is issued. A Participant in this Arrangement is not to 

use the mark to promote the goods or  services of the Participant.  

17  Other details  regarding specification for reproducing , reprinting and use of  

the Common Criteria Certif ication Mark are given in CCRA [5],  Annex E.   

4.3  SOGIS Certification Mark 

18  As stated in SOGIS MRA [14] , Annex E, every Common Criteria cert if icate 

issued under the terms of this Agreement is to bear the mark as shown in 

Figure 3.  

19  This mark confirms that  the Common Criteria cert if icate has been authorised 

by a Participant to this Agreement and i t  is  the Participant 's  statement that  

the cert if icate has been issued in accordance with the terms of this  

Agreement .  

5 Conditions for use of Certificates/Certification Reports , 
SERTIT logo and the name of the Certification 
Authority 

20  Valid Certif icates/Certif ication Reports  or ITSEF licences carrying the 

SERTIT logo may be used for marketing or documenting purposes  in 

communication media such as documents,  brochures or advertising. The 

Certif icate/Certif ication Report  holder shall  comply with the requirements  of 

the Certif ication Authority as specified in this document .  

21  SERTIT holds the copyright on the Certif icate/Certif ication Report .  

Reproduction and dist ribution is permitted provided that  the 

Certif icate/Certif ication Report  are  copied in i ts entirety in an accurate and 

readable form, and i t  should be stated clearly that  this is a copy.  

Figure  3:  SOGIS Cert i f icate  Mark  
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22  A valid Certif icate/Certif ication Report  from SERTIT shall  only be used for 

the product and version as stated on the documents.  

23  The Certif ication from SERTIT shall  only be used to indicate that  the TOE, 

PP or the cPP is  cert if ied as being in conformity with specified standards [1],  

[2] ,  [3] ,  [7] ,  [8] ,  [9]  and methodology [4] ,  [11].  

24  The Certif ication cannot be used in such a manner that  brings or may bring 

the Certif ication Authority SERTIT or the Certif ication Scheme into 

disrepute, and statements regarding Certif ication shall  not be made in a way 

the Certif ication Authority SERTIT may consider misleading, erroneous or 

unauthorised.  

25  The Certif icate/Certif ication Report  holder shall  endeavour  that  no 

Certif icate or Report  f rom neither SERTIT, nor  any part  thereof is  used in a 

misleading manner.  

26  Upon suspension or  cancellation of Certif ication, the Certif icate/Certif ication 

Report  holder shall  discontinue i ts use of al l  advertising matters that  contain 

any reference to the Certif ication.  

27  The Certif icate/Certif icate Report  holder shall  also return any Cert if ication 

documents if  required so by the Certif ication Authority  SERTIT.  

28  The vendor  is obliged to have implemented registration and handling o f 

complaints regarding cert if ied products and made these registrations 

available to SERTIT.  

29  The vendor  is obliged to notify SERTIT of any changes to factors that  were 

the object  of the security evaluation of the cert if ied product.  

30  Revoked or withdrawn Cert ificates/Certif ication Reports from SERTIT shall  

not be used for market ing purposes.  

6 Conditions for use of ITSEF licences  

31  The ITSEF holder shal l  comply with the requirements of the Certif ication 

Authority as specified in this document  and the Operating Agreement  [13].  

32  SERTIT holds the copyright on the ITSEF licences. Reproduction and 

distribution is permitted provided that  the ITSEF licences are copied in i ts 

entirety in an accurate  and readable form, and i t  should be stated that  this is 

a copy.  

33  It  must be clearly stated that  the ITSEF licence is only related to the 

evaluation facil i ty.  

34  Revoked or withdrawn ITSEF licences from SERTIT shall  not be used for 

marketing purposes.  

6.1 ITSEF licence Mark 

35  Companies approved by SERTIT as ITSEFs have  the right to use the ITSEF 

licence Mark as  shown in Figure 5 and Figure 4:  ITSEF Licence MarkFigure 

4. 
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36  The ITSEF Licence Mark may be used by approved ITSEFs for marketing or  

documenting purposes in communication media such as documents,  brochures 

or advertising.  

37  Any use of the ITSEF Licence Mark for marketing purposes or  performing 

ITSEF work activit ies has to be in compliance with the regulations as 

specified in this document and the Operating Agreement  [13]. 

7 Monitoring Certificates - Sanctions 

7.1  Monitoring Certificates 

38  Monitoring Certif icates primarily takes place through a review of information 

from the sponsor. Statements about  cert if ied products in advertising,  the 

media or on the sponsor’s website or other matters coming to SERTIT’s 

attention may be made subject  of further investigation. The purpose of this 

monitoring is to see to i t  that  the Certif icates are used in accordance with the 

provisions stated in section 5 and 6. Certif icates are monitored in accordance 

with defined procedures.  

Figure  4:  ITSEF Licence Mark  

Figure  5:  ITSEF Licence 

Mark (Norw egian version)  
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7.2 Sanctions in the event Certificates are misused 

39  If  Certif icates are misused, SERTIT may ini t iate any legal  actions and 

sanctions pursuant to ISO/IEC Guide 27 [6].  Sanctions are implemented in 

accordance with defined procedures. The two most common corrective 

actions are:  

  Request  for withdrawal  of the Certif icate ,  

  Removing the cert if ication mark from the product .  

40  If  Certif icates are withdrawn, the decision will  be made public available.  

41  In case of any cost  or damage to other parties caus ed by withdrawal of 

Certif icates,  SERTIT can not be held l iable.   
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8 Abbreviations 

CC Common Criteria  

CCRA Arrangement  on the Recognition of the Common Criteria 

Certif icates in the field of Information Technology 

Security 

CEM Common Evaluation Methodology for Information 

Technology Security  

cPP collaborative Protection Profile  

CR Certification Report  

ITSEF IT Security Evaluation Facil i ty (approved by SERTIT 

under the Norwegian Certif ication Scheme ) 

PP Protection Profile  

SERTIT Norwegian Certif ication Authority for IT Security  

SOGIS MRA Mutual Recognition Agreement of Information 

Technology Security Evaluat ion 

TOE Target of Evaluation  
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