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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 
THE FIELD OF INFORMATION TECHNOLOGY SECURITY  (CCRA)  

SERTIT,  the Norwegian Cert i f icat ion  Author i t y for  IT Secur i t y,  is  a  member of  the above  
Arrangement  and as such th is  conf i rms that  the Common Cr i ter ia  cer t i f icate has been 
i ssued by or  under the  author i t y o f  a  Party to  th is  Arrangement  and is  the Party ’s  c la im 
that  the cer t i f icate has been issued in  accordance wi th  the  terms of  th is  Arrangement  

The judgements  conta ined in  the cer t i f icate and  Cert i f icat ion Repo rt  are  those of  SERTIT 
which issued i t  and the evaluat ion  fac i l i t y (EVIT)  which  carr ied  out  the evaluat ion.  There 
is  no impl icat ion of  acceptance by other  Members of  the  Agreement  Group of  l iab i l i t y in  
respect  o f  those judgements  or  for  loss susta ined as a  resul t  o f re l iance p laced upon 
those judgements  by a th i rd  par ty.  

  
The recogni t ion under CCRA is  l imi ted to  c PP re la ted assurance packages or  components 
up to  EAL 2 wi th  ALC_FLR CC part  3  components .   
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1 Certification Statement 
Ruckus Solut ion (Ruckus Solut ion) is a system of  products that are 
administrat ively configured to interopera te together to provide a WLAN. The 
TOE is meant to al low mobile or non-mobile, wireless clients to be roaming 
hosts on the wireless network, and to connect to the wired network using 
access points (APs) . The TOE provides end-to-end wireless encryption,  
central ized WLAN management, authenticat ion, author izat ion, and 
accounting (AAA) policy enforcement.  

Ruckus Solut ion (versions specif ied in 4.2 and Annex A) has been evaluated 
under the terms of  the Norwegian Cert if icat ion Authority for IT Secur ity.   

The TOE and ST are conformant with the following specif icat ions: CC Part 2: 
Secur ity functional components, Apr il 2017, Version 3.1, Revision 4, 
extended. CC Part 3:  Secur ity assurance components, Apr il 2017, Versio n 
3.1, Revision 4, conformant.  

The TOE and ST are conformant with col laborat ive Protect ion Prof i le for 
Network Devices, Version 2.0 + Errata 20180314, 14 March 2018 
(CPP_ND_V2.0E), and Extended Package for Wireless LAN Access System, 
v1.0, May 29, 2015 (PP_WLAN_AS_EP_V1.0) . The TOE provides al l of  the 
functionality at a level of  security corresponding to that ident if ied in the 
col laborat ive Protect ion Prof i le for Network Devices, Version. 2.0 + Errata 
20180314, 14 March 2018 (CPP_ND_V2.0E), and Extended Pac kage for 
Wireless LAN Access System, v1.0, May 29, 2015 (PP_WLAN_AS_EP_V1.0) . 

 

Cert if icat ion  
team 

Arne Høye Rage, SERTIT 
Lars Borgos, SERTIT  

Date approved 1 July 2019 

Expiry date 1 July 2024 
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2 Abbreviations 
 

CC Common Criteria for Information Technology Security 
Evaluat ion(ISO/IEC 15408) 

CCRA Arrangement on the Recognit ion of  Common Criter ia 
Cert if icates in the Field of  Information Technolog y Security 

CEM Common Methodology for Information Technology Security 
Evaluat ion  

cPP col laborat ive Protect ion Prof i le  

EAL Evaluat ion Assurance Level  

EOR Evaluat ion Observat ion Report  

ETR Evaluat ion Technical Report  

EVIT Evaluat ion Facil i ty under the Norwegian Cert if icat ion 
Scheme for IT Security  

EWP Evaluat ion Work Plan 

ISO/IEC 15408 Information technology –-  Security techniques –- Evaluat ion 
criteria for IT security  

POC Point of  Contact  

PP Protect ion Prof i le  

QP Qualif ied Part ic ipant  

SERTIT Norwegian Cert i f icat ion Authority for IT Security  

SOGIS MRA SOGIS Mutual Recognit ion Agreement  of  Information 
Technology Secur ity Evaluat ion Cert if icates  

SPM Secur ity Pol icy Model  

ST Secur ity Target  

TOE Target of  Evaluation  

TSF TOE Security Funct ions  

TSP TOE Security Pol icy 
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4 Executive Summary 

4.1 Introduction 
This Cert if icat ion Report states the outcome of  the Common Criteria secur ity 
evaluat ion of  Ruckus Solut ion (versions detai led in 4.2) to the developer 
Ruckus Wireless, Inc. ,  and is intended to assist prospective consumers when 
judging the suitabi l i ty of  the IT security of  the product for their part icular 
requirements.  

Prospective consumers are advised to read this report in conjunction with the 
ST[8] which specif ies the functional,  environmental and assurance evaluat ion 
components.  

4.2 Evaluated Product 
The product evaluated was Ruckus Solut ion and following versions:  

 

Wireless Controllers:  

Smart Zone 100 ( Includes SZ-104 and SZ124 models)  

Smart Zone 300 (SZ-300) 

 

Ruckus virtual SmartZone ( includes vSZ-E and vSZ-H) running on a specif ic 
physical hardware platform (Intel(R) Xeon(R) CPU E5 -2620 v4 @ 2.10GHz 
with AES-NI)  

Ruckus virtual SmartZone –  Data plane (vSZ-D) running on a specif ic 
physical hardware platform (Intel(R) Xeon(R) CPU E5 -2620 v4 @ 2.10GHz 
with AES-NI)  

 

Access Points:  

R610 

R710 

R720 

T610 (Including T610S)  

T710 (Including T710S) 

E510 

 

Software version:  

5.1.1.3 
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These products are also descr ibed in this report as the Target of  Evaluat ion 
(TOE). The developer was Ruckus Wireless, Inc.   

Details of  the evaluated conf igurat ion, including the TOE’s  support ing 
guidance documentation, are given in Annex A.  

4.3 TOE scope 
The scope of  the evaluat ion includes f irmware and hardware that form the 
TOE and the TOE security functions that are stated in the Security Target [8] 

4.4 Protection Profile Conformance 
The ST[8] claimed conformance to the protect ion prof i le : 

Collaborat ive Protect ion Prof i le for Network Devices, Version. 2.0 + Errata 
20180314, 14 March 2018 (CPP_ND_V2.0E) . 

and 

Extended Package for W ireless LAN Access System, v1.0, May 29, 2015 
(PP_WLAN_AS_EP_V1.0).  

4.5 Security Claims 
The Assumptions, Threats, and Organization Secur ity Pol ic ies included in the 
Secur ity Target correspond to the Assumptions, Threats, and Organization 
Secur ity Pol ic ies specif ied in the col laborative Protect ion Profi le for Network 
Devices, Version. 2.0 + Errata 20180314, 14 March 2018 (CPP_ND_V2.0E), 
and Extended Package for Wireless LAN Access System, v1.0, May 29, 2015 
(PP_WLAN_AS_EP_V1.0) for which exact conformance is c laimed.  

The Secur ity Object ives included in the Security Target correspond to the 
Secur ity Object ives specif ied in the CPP_ND_V2.0E and 
PP_WLAN_AS_EP_V1.0, for which exact conformance is c laimed.  

The Secur ity Functional Requirements included in the Secur ity Target  
correspond to the Security Functional Requirements specif ied in the 
CPP_ND_V2.0E and PP_WLAN_AS_EP_V1.0, for which exact conformance is 
claimed. Secur ity Assurance Requirements specif ied in this Security Target 
are identical to the Security Assurance Requ irements included in the 
CPP_ND_V2.0E and PP_WLAN_AS_EP_V1.0.  

4.6 Evaluation Conduct 
The evaluation was carr ied out in accordance with the requirements of  the 
Norwegian Cert if icat ion Scheme for IT Security as descr ibed in SERTIT 
Document SD001E[1]. The Scheme is managed by the Norwegian 
Cert if icat ion Author ity for IT Security (SERTIT). As stated on page 2 of  this 
Cert if icat ion Report,  SERTIT is a member of  the Arrangement on the 
Recognit ion of  Common Criter ia Cert if i cates in the Field of  Information 
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Technology Secur ity,  CCRA[7], and the evaluation was conducted in 
accordance with the term of th is Arrangement.  

The purpose of  the evaluation was to provide assurance about the 
effect iveness of  the TOE in meeting its ST[8], which prospect ive consumers 
are advised to read. To ensure that the ST gave an appropr iate basel ine for 
a CC evaluat ion, it  was f irst itself  evaluated. The TOE was then evaluated 
against this basel ine. Both parts of  the evaluation were performed in 
accordance with CC Part 3 [4] and the Common Evaluat ion Methodology 
(CEM)[5].   

SERTIT monitored the evaluat ion in accordance with SD001 E[1]  which was 
carr ied out by the Advanced Data Secur ity  Commercial Evaluation Facil i ty 
(EVIT). The evaluat ion was completed when the EVIT sub mitted the f inal 
ETR[11] to SERTIT on 7 June 2019. SERTIT then produced this Cert if icat ion 
Report.  

4.7 General Points 
The evaluation addressed the secur ity functionality c laimed in the ST[8] with 
reference to the assumed operating environment specif ied by the ST[8]. The 
evaluated conf igurat ion was that specif ied in Annex A. Prospective 
consumers are advised to check that this matches their identi f ied 
requirements and give due considerat ion to the recommendations and 
caveats of  this report.  

Cert if icat ion does not guarantee that the IT product is f ree f rom security 
vulnerabi l i t ies. This Cert if icat ion Report and the belonging Cert if icate only 
ref lect the view of  SERTIT at the t ime of  cert if icat ion. I t  is furthermore the 
responsibi l i ty of  users (both exist ing and prospect ive) to check whether any 
secur ity vulnerabi l i t ies have been discovered since the date shown in this 
report.  This Cert if icat ion Report is not an endorsement of  the IT product by 
SERTIT or any other organizat ion that recognizes or gives ef fect to this 
Cert if icat ion Report,  and no warranty of  the IT product by SERTIT or any 
other organization that recognizes or gives e ffect to this Cert if icat ion Report 
is either expressed or impl ied.  
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5 Evaluation Findings 
The TOE assurance requirements for the ST are l isted in the col laborative 
Protect ion Prof i le for Network Devices, Version. 2.0 + Errata 20180314, 14 
March 2018 (CPP_ND_V2.0E), and Extended Package for Wireless LAN 
Access System, v1.0, May 29, 2015 (PP_WLAN_AS_EP_V1.0) and 
correspond to the set of  SARs listed in Common Criter ia Version 3.1, 
Revision 4.  

Assurance Component  Component Name Assurance Measures 

ADV_FSP.1 Basic functional 
specif icat ion 

Secur ity Design for the 
Ruckus Solut ion 

AGD_OPE.1 Operational user 
guidance 

Operational User 
Guidance for the 
Ruckus Solut ion 

AGD_PRE.1 Preparat ive procedures Preparat ive procedures 
for the Ruckus Solut ion  

ALC_CMC.1 Label ing of  the TOE CM plan for the Ruckus 
Solut ion 

ALC_CMS.1 TOE CM coverage CM plan for the Ruckus 
Solut ion 

ATE_IND.1 Independent test ing –  
sample 

EVIT Secur ity Testing 
of  the Ruckus Solut ion  

AVA_VAN.1 Vulnerabi l i ty survey  Vulnerabi l i ty survey of  
the Ruckus Solut ion 

ASE_TSS.1 Secur ity Target  Secur ity Target  

 

5.1 Introduction 
The evaluation addressed the requirements specif ied in the ST[8]. The 
results of  this work were reported in the ETR[11] under the CC Part 3[4] 
headings. The following sections note considerat ions that are of  part icular 
relevance to either consumers or those involved with subsequent assurance 
maintenance and re-evaluat ion of  the TOE. 

5.2 Delivery 
On receipt of  the TOE, the consumer is recommended to check that the 
evaluated version has been suppl ied, and to check that the security of  the 
TOE has not been compromised in delivery.  
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5.3 Installation and Guidance Documentation  
Instal lat ion of  the TOE must be performed completely in accordance with the 
guidance in the Operational User Guidance documents  provided by the 
developer.  

These documents are a col lect ion of  all security relevant operations and 
sett ings that must be observed to ensure tha t the TOE operates in a secure 
manner.   

5.4 Misuse 
There is always a r isk of  intentional and unintent ional misconf igurat ions that 
could possibly compromise conf ident ial information. The user should always 
follow the guidance for the TOE in order to ensure that  the TOE operates in a 
secure manner.  

The guidance documents adequately describe the mode of  operation of  the 
TOE, all assumptions about the intended environment and all  requirements 
for external secur ity.  Suff icient guidance is provided for the consumer t o 
effect ively use the TOE’s security functions.  

5.5 Vulnerabil ity Analysis 
The Evaluators’ vulnerabil i ty analysis was based on both publ ic domain 
sources and the vis ibi l i ty of  the TOE given by the evaluat ion process.  

Upon complet ing penetrat ion tests the verdi ct is that the TOE is resistant 
against attackers possessing Basic attack potential.  Therefore, the 
evaluators concluded that the TOE, in its intended environment, is resistant 
to an attacker possessing a Basic attack potent ial  

5.6 Evaluators’ Tests  
The evaluators have examined the test plan and determined that the TOE 
test conf igurat ion is consistent with the ST. The evaluators have produced 
test documentat ion detai led so that the tests are reproducable. The 
document provides the test ing approach, interfaces u sed to test and observe 
responses, and init ia l condit ions. The evaluators have conducted the tests 
and recorded the results. All results are of  passing grade. The independent 
tests concentrated on crit ical functional ity of  the TOE.  
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6 Evaluation Outcome 

6.1 Certi fication Result  
Af ter due considerat ion of  the ETR[11], produced by the Evaluators, and the 
conduct of  the evaluation, as witnessed by the Cert if ier,  SERTIT has 
determined that Ruckus Solut ion versions specif ied in 4.2 and Annex A meet 
the Common Criter ia Part 3 conformant assurance components and the 
Common Criteria Part 2 extended functional ity specif ied in Protect ion Prof i le 
CPP_ND_V2.0E and PP_WLAN_AS_EP_v1.0  in the specif ied environment, 
when running on plat forms specif ied in Annex A.  

6.2 Recommendations 
Prospective consumers of  Ruckus Solut ion, versions specif ied in 4.2 and 
Annex A should understand the specif ic scope of  the cert if i cat ion by reading 
this report in conjunction with the ST[8]. The TOE should be used in 
accordance with a number of  environmental considerat ions as specif ied in 
the ST[8].  

Only the evaluated TOE conf igurat ion should be installed. This is specif ied in 
Annex A with further relevant information given above in Sect ion 4.3 “TOE 
Scope” and Sect ion 5 “Evaluat ion Findings” . 

The TOE should be used in accordance with the support ing guidance 
documentation included in the evaluated conf igurat ion.  
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Annex A: Evaluated Configuration 

TOE Identification 
The product evaluated was Ruckus Solut ion and fol lowing versions:  

 

Wireless Controllers:  

Smart Zone 100 ( includes SZ-104 and SZ-124 models)  

Smart Zone 300 (SZ-300) 

Ruckus virtual SmartZone ( includes vSZ-E and vSZ-H) running on a specif ic 
physical hardware platform (Intel(R) Xeon(R) CPU E5 -2620 v4 @ 2.10GHz 
with AES-NI)  

Ruckus virtual SmartZone –  Data plane (vSZ-D) running on a specif ic 
physical hardware platform (Intel(R) Xeon(R) CPU E5 -2620 v4 @ 2.10GHz 
with AES-NI)  

 

Access Points:  

R610 

R710 

R720 

T610 ( including T610S)  

T710 ( including T710S) 

E510 

 

Software version:  

5.1.1.3 

TOE Documentation 
The support ing guidance documents evaluated were:  

[a] Secur ity Target for Ruckus Solut ion, version 1.2 , 14 June 2019 

[b] Ruckus FIPS and Common Criter ia Conf igurat ion Guide for 
SmartZone and AP, v. 1.0  

[c] Common Criteria Guidance Supplement document, v. 3.0  

[d] Ruckus FIPS Conf igurat ion Guide for SmartZone and AP, Apr i l 
2018 

[e] SCG200 vSZ-H and SZ300 Administrator Guide, November 2017  
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[ f ] Ruckus SmartZone 100 and Virtual SmartZone Essentials 
Administrator Guide, November 2017  

[g] Ruckus SmartZone 100 Gett ing Started Guide, August 2017  

[h] Ruckus SmartZone 100 Quick Setup Guide, November 2017  

[ i]  SmartZone 300 Quick Setup Guide, November 2017  

TOE Configuration 
The following conf igurat ion was used for test ing:  

 

Distr ibuted Deployment Model  
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Central ized Deployment Model  1 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Central ized Deployment Model  2 
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