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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 

THE FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERTIT,  the Norwegian Cert if ication Author ity for IT Sec ur ity,  is  a  member of the 

above Arrangement and as such this conf irms that the Common Criteria cert if icate 

has been issued by or under the authority of a Party to this Arrangement and is the 

Party’s cla im that the cert if icate has been issued in accordance with the terms of  

this Arrangement  

The judgements contained in the cert if icate and Cert if ication Report are those of  

SERTIT which issued it  and the Norwegian evaluation facil ity (EVIT)  which carried 

out the evaluation.  There is  no impl ication of acceptance  by other Members of the 

Agreement Group of l iabil ity in respect of those judgements or  for loss  sustained as 

a result  of  rel iance placed upon those judgements by a third party.  [ *]  

 

*  Mutual Recognit ion under the CC recognit ion arrangement appl ies to EAL4 
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1 Certification Stateme,nt

The Special Processing Indicator Filter is a software based filter, designed and
implemented to filter messages transferred between networks of different security
domains.

Special Processing Indicator Filter version 1.2 has been evaluated under the terms of
the Norwegian Certification Scheme for IT Security and has met the Common Criteria
Part 3 conformant requirements of Evaluation Assurance Level EAL4 for the specified
Common Criteria Part 2 conformant functionality for the specified environment when
running on the platforms specified in Annex A.
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2 Abbreviations 

CC  Common Criteria  for Information Technology Secur ity Evaluat ion  

CCRA Arrangement on the Recognit ion of Common Criter ia Cert if icates in the 

Field of Information Technology Security  

CEM  Common Methodology for Information Technology Security Evaluation   

EAL  Evaluation Assurance Level  

EOR  Evaluation Observation Report  

ETR  Evaluation Technica l Report  

EVIT Evaluation Faci l ity under the Norwegian Cert i f ication Schem e for IT 

Secur ity  

EWP  Evaluation Work Plan  

IAW  In Accordance With  

KDA  Kongsberg Defense and Aerospace  

MIDS  Mult ifunctional Information Distr ibution System  

POC  Point of Contact  

QP  Qualif ied Part ic ipant  

SERTIT   Norwegian Cert if ication Author ity for IT Security  

SPI   Special Processing Indicator  

SPM  Secur ity Pol icy Model  

ST  Secur ity Target  

TOE  Target of Evaluation  

TSF  TOE Secur ity Functions  

TSP  TOE Secur ity Pol icy  
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4 Executive Summary 

4.1  Introduction 

This Cert if ication Report states the outcome of the Common Criter ia security 

evaluation of Special Processing Indicator Fi lter  vers ion 1.2 to the Sponsor,  FLO 

Luftkapasiteter ,  and is intended to ass ist  prospective consumers when judging the 

suitabi l ity of the IT security of the produ ct for their part icular requirements.  

Prospective consumers are advised to read this report in conjunct ion with the 

Secur ity Target [1] which specif ies the functional ,  environmental and assurance 

evaluation requirements.  

4.2  Evaluated Product 

The version of the product evaluated was  Special Process ing Indicator F i lter  version 

1.2.  

This product is  a lso described in this report as the Target of Evaluation (TOE) .  The 

developer was Kongsberg Defence and Aerospace .  

The Special Processing Indicator (SPI)  f i lter is  a software based fi lter ,  designed and 

implemented to f i lter messages transferred between networks of di f ferent security 

domains.  

Details of  the evaluated configuration,  including the TOE’s supporting guidance 

documentation,  are given in Annex A.  

4.3  TOE scope 

The TOE scope is described in the ST [1] ,  chapter 2.  

4.4  Protection Profile Conformance 

The Secur ity Target [1] did not c laim conformance to any pro tection prof i le .  

4.5  Assurance Level  

The Secur ity Target [1] specif ied the assurance requirements for the evaluation.  

Predef ined evaluation assurance level EAL4 was used.  Common Cr iteria Part 3 [4] 

descr ibes the scale  of assurance given by predefined assurance levels EAL1 to EAL7. 

An overview of CC is given in CC Part 1 [2] .  

4.6  Security Policy 

The TOE secur ity pol icies are detailed in the ST[1] ,  chapter 3.2  
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4.7  Security Claims 

The Secur ity Target [1] fully specif ies the TOE’s secur ity objectives,  the threats ,  OSPs 

which these object ives meet and security functional  requirements and security 

functions to elaborate the objectives.  All  of the SFRs are taken from CC Part 2 [3];  

use of this  standard facil itates comparison with other evaluated products.  

4.8  Threats Countered by the TOE 

  Information Leaks by a  hacker manipulating the system, or operator  error ,  or 

information incorrectly  crosses security domains  

  The KDA- or  system administrator misconf igures the f i lter ,  result ing in 

information incorrectly  crossing security domains.   

  Due to system fai lure the f i lter  stops functioning and information incorrectly 

crosses security domains.   

  Due to system fai lure,  or setup configuration error ,  messag es stopped by the 

system with SPI set to “on”,  are not audited.  

4.9  Threats Countered by the TOE’s environment  

  A hacker manipulates the SPI bit  of messages and information incorrectly 

crosses security domains.  

  A hacker or an operator manipulates the audit trai l  to cover  i l legal actions.  

4.10  Threats and Attacks not Countered  

No threats or attacks that are not countered are descr ibed.  

4.11  Environmental Assumptions and Dependencies  

  Secur ity procedures for  the TOE are establ ished and in use.  

  The TOE is used in the intended  setup described in the ST [1] ,  chapter 2.   

  The SPI-fi lter is  instal led in an environment which e ither is manned, under 

survei l lance,  or placed in a protected location 

  The developer has appropr iate secur ity measures insta lled and implemented to 

protect the TOE against tampering.  

  KDA- and system administrators  are competent to manage the TOE and the 

security of the information it  contains and a ll  operators know how to use the 

TOE in a secure manner .  

  KDA- and system administrators  and Operators are trusted not to misuse their 

authority.  

  All personnel with access to the TOE, in the whole l ife -cycle of the TOE, hold 

the appropriate secur ity clearance.  

  The TOE and TOE environment shal l  not have any connections,  directly or 

indirectly,  to unclassif ied and/or publ ic networks.  
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4.12  IT Security Objectives  

  The TOE shall  f i lter messages based on the SPI -bit  when crossing the secur ity 

domains:  

  from the originating domain to the receiving domains  

  The TOE shall  have the abil ity to audit al l  messages with:  

  SPI-bit  set (and rejected to forward)  

  EMERGENCY or FORCE TELL and SPI -bit  set  

  The TOE shall  give the operator an a larm if the audit trai l  is  not writeable,  or 

runs full .  

4.13  Non-IT Security Objectives  

  The system shall  have a f irewal l insta lled f i ltering the IP based message 

traffic.  

  There is a watchdog installed in the system. The operator gets an indication of 

system including SPI f i lter status from the watchdog. Green l ight indicates 

that the status is OK.  

  The system has a restart button for the operator to re-establish  normal 

operation after a system failure.  

  System architecture and funct ionality ensures that it  is not possible to bypass 

the f i lter .  I f  the f i lter fai ls no messages are t ransmitted to the receiving 

security domain.   

  The environment of the TOE shall  be secured according to defence 

requirements,  and prevent hackers to get access to TOE connected systems and 

communication l ines.  

  The developer environment shall  be  secure in a way that prevents hacker 

access of any kind.  

  The operators,  KDA- and system administrators of the systems shal l  be trained 

to securely operate and manage the systems.  

  The KDA- and system administrators of the system shal l  be properly 

authenticated.  

  The audit trai l  is  protected by access control mechanisms in MMI workstation 

operating system (Solaris /L inux) .  

  The system administrator of the systems shall  regular ly,  according to the 

security procedures,  analyze the audit records .   

  The operators,  KDA- and system administrators of the systems shal l  hold a n 

appropriate secur ity c learance of at least "HEMMELIG".  

4.14  Security Functional Requirements  

The TOE provides secur ity functions to sat isfy the fol lowing Security Functional 

Requirements (SFRs):  

  Complete information f low control (FDP_IFC.2)  

  Simple secur ity attr ibutes (FDP_IFF.1)  

  Audit data generation (FAU_GEN.1)  

  Prevent ion of audit data loss (FAU_STG.4)  
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The full  descript ion of the SFRs can be found in the ST,  chapter 6.1.  

4.15  Security Function Policy  

Tracks with SPI bit  set shall  only be shared between the originating network and 

respect ively network.  

Non-SPI track can be disseminated freely between networks IAW defined appl ication 

fi lters .  

Each message received to the f i lter is inspected.  If  the SPI -bit  is set ,  the message is 

not forwarded.  

The above approach has one exception:  

IAW MIL-STD 6016 and 6011/STANAG 5511,  a track received with EMERGENCY 

or FORCE TELL indication,  wi l l  pass al l  f i lters .  In this case the tracks wil l  be 

transmitted on al l  l inks,  and the security audit trai l  shall  reflect the 

transmittal .  The SPI indication is retained on the transmitted track where 

appl icable.  

4.16  Evaluation Conduct 

The evaluation was carried out in accordance with the requirem ents of the 

Norwegian Cert if ication Scheme  for IT Secur ity as described in SERTIT Document 

SD001[5] .  The Scheme is managed by the Norwegian Cert if ication Authority for IT 

Secur ity (SERTIT) .  As stated on page 2 of this Cert if ication Report ,  SERTIT is a 

member of the Arrangement on the Recognit ion of Common Cr iteria  Cert if icates in 

the Field of Information Technology Security  (CCRA),  and the evaluation was 

conducted in accordance with the terms of this Arrangement.  

The purpose of the evaluation was to provide assurance about the effectiveness of 

the TOE in meet ing its Secur ity Target [1] ,  which prospective consumers are advised to 

read. To ensure that the Secur ity Target [1] gave an appropr iate baseline for a CC 

evaluation,  it  was f irst  itself evaluated.  The TOE was then evaluated against this 

baseline.  Both parts of  the evaluation were performed in accordance with CC Part 

3[4] and the Common Evaluation Methodology (CEM) [6] .  

SERTIT monitored the evaluation which  was carried out by the Norconsult AS 

Commercial Evaluation Facil ity (CLEF/EVIT) .  The evaluation was completed when the 

EVIT submitted the f inal  Evaluation Technical  Report (ETR) [7] to SERTIT on the 

27.06.2011 . SERTIT then produced this  Cert if ication Report .  

4.17  General Points 

The evaluation addressed the security funct ionality c laimed in  the Security Target [1] 

with reference to the assumed operating environment specif ied by the Secur ity 

Target[1] .  The evaluated configuration was that specif ied in Annex A. Prospect ive 

consumers are advised to check that this matches their identif ied requirements and 

give due consideration to the recommendations and caveats of this  report .  
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Cert if ication does not guarantee that the IT product is f ree from security 

vulnerabil it ies .  This Cert if ication Report and the belonging Cert if icate only reflect 

the view of SERTIT at the t ime of cert if ication.  It  is furthermore the responsibi l ity of 

users (both exist ing and prospective)  to check whether any secur ity vulnerabil it ies 

have been discovered s ince the date shown in this report .  This Cert if ication Report is 

not an endorsement of the IT product by SERTIT or any other  organization that 

recognizes or gives effect to this Cert if ication Report ,  and no warranty of the IT 

product by SERTIT or any other organizat ion that recognizes or gives effect to this 

Cert if ication Report is either expressed or implied.   
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5 Evaluation Findings 

The evaluators examined the following assurance classes and components taken from 

CC Part 3 [4] .  These classes comprise the EAL 4 assurance package.  

Assurance class  Assurance components  

Development  ADV_ARC.1  Secur ity architecture description  

ADV_FSP.4  Complete functional specif ication  

ADV_IMP.1  Implementation representation of the 

TSF 

ADV_TDS.3  Basic modular design  

Guidance documents  AGD_OPE.1 Operational user guidance  

AGD_PRE.1  Preparative procedures  

Life-cycle support  ALC_CMC.4  Production support ,  acceptance 

procedures and automation  

ALC_CMS.4  Problem tracking CM coverage  

ALC_DEL.1  Delivery procedures  

ALC_DVS.1  Identif ication of secur ity measures  

ALC_LCD.1  Developer defined l ife -cycle model  

ALC_TAT.1  Well-defined development tools  

Secur ity Target 

evaluation  

ASE_CCL.1  Conformance cla ims  

ASE_ECD.1  Extended components defin it ion  

ASE_INT.1  ST introduct ion  

ASE_OBJ.2  Secur ity objectives  

ASE_REQ.2  Derived security requirements  

ASE_SPD.1  Secur ity problem defin it ion  

ASE_TSS.1  TOE summary specif ication  

Tests  ATE_COV.2  Analys is of coverage  

ATE_DPT.1  Test ing: bas ic design  

ATE_FUN.1  Functional test ing  

ATE_IND.2  Independent test ing – sample  

Vulnerabil ity assessment  AVA_VAN.3  Focused vulnerabi l ity analysis  

All  assurance classes were found to be satisfactory and were awarded an overall  

“pass” verdict .  
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5.1  Introduction 

The evaluation addressed the requirements specif ied in the Security Target[1] .  The 

results of this work were reported in the ETR [7] under the CC Part 3 [4] headings.  The 

fol lowing sections note considerations that are of part icular relevance to either 

consumers or those involved with subsequent as surance maintenance and re-

evaluation of the TOE.  

The EAL 4 evaluation of the Special Process ing Indicator Fi lter  has shown that it  i s 

methodical ly designed,  tested and reviewed. The evaluation has further sh own that 

the TOE is developed in a secure environment,  uses wel l -def ined development tools ,  

has a properly def ined l ife -cycle model and has procedures for standard commercia l 

delivery serv ices.  The TOE is under proper configurat ion management ,  and follows 

str ict procedures on how for instance changes to the TOE are reviewed and accepted.  

The guidance documentation helps implement the TOE into Systems in a secure 

manner.  The TOE has been tested and reviewed for exploitable vulnerabil it ies using 

an Enhanced-Basic attack potent ial ,  by both the developer  and evaluators.  

I f  the TOE is not physically protected and managed as required for the highest level 

of security classif ied data handled by the TOE, the SPI Fi lter can be tampered with 

leading to the  compromise of sensit ive data or a denial of  serv ice caused by the 

disruption of the systems the SPI F i lter is connected.  Dur ing normal operations of the 

SPI F i lter ,  does the environment restr ict tampering of the Secur ity Log F i le and the 

network layout ensures that al l  data which shall  be SPI inspected are routed through 

the SPI F i lter .  Tests performed by the evaluator ver ify that SPI F i lter  does not 

forward messages in case of serious internal faults .  

5.2  Delivery 

On receipt of the TOE, the consumer is recomm ended to check that the evaluated 

version has been supplied,  and to check that the secur ity of the TOE has not been 

compromised in del ivery.  

5.3  Installation and Guidance Documentation  

The SPI F i lter is a software component des igned to be an integrated part of  an Air  

Defence System. The SPI Fi lter is by des ign not configurable,  i .e .  functionality such 

as generation of audit events is  always on, and operates as a packet f i lter enforcing 

the SFP.  

Since the SPI Fi lter is an integrated part of Air Defence Systems , and not a stand-

alone product ,  the guidance documentation includes detai led description for how to 

compile and build the software component which is to be included. Assumptions that 

the SPI F i lter requires to be satisf ied by the environment are also unambiguously 

defined and a part of the SPI Fi lter guidance documentation.  Instal lat ion and user 

guidance is not re levant for the TOE, since the TOE operates without user 

interference and system instal lat ion ensures that the SPI  F i lter is included into the 

Air Defence System environment in accordance with the SPI Fi lter environment 

requirements.  
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5.4  Misuse 

There is always a r isk of intentional and unintentional misconfigurations that could 

poss ibly compromise confidential information .  However,  this TOE is  a software 

component designed to be an integrated part of an Air Defence System. The SPI Fi lter 

is by des ign not conf igurable,  i .e .  functionality such as generation of audit events is  

always on,  and operates as a packet f i lter enforc ing the SFP.  The TOE operates 

without user interference and system installat ion ensures that the SPI Fi lter  is 

included into the Air Defence System environment in accordance with the SPI Fi lter 

environment requirements.  

5.5  Vulnerability Analysis  

The evaluators’  assessment of potentia l exploitable vulnerabi l it ies in the TOE has 

been addressed and shows that the vulnerabil ity analysis is complete,  and that the 

TOE in its intended environment is resistant to attackers with an Enhanced -Basic 

attack potential .  

5.6  Developer’s Tests 

The evaluators’  assessments of the developers’  tests shows that the developer test ing 

requirements is extensive and that the TSF sat isf ies the TOE security functional 

requirements.  The test ing performed on the TOE by both the developer and evaluator 

showed that the EAL 4 assurance components requirements are fulf i l led.  

5.7  Evaluators’ Tests  

The evaluator have independent ly tested the TSFs and verif ied that the TOE behaves 

as specif ied in the design documentation and conf idence in the developer's  test 

results is ga ined by performing a sample of the developer's tests .  

6 Evaluation Outcome 

6.1  Certification Result 

After due consideration of the ETR [7] ,  produced by the Evaluators,  and the conduct 

of the evaluation,  as witnessed by the Cert if ier ,  SERTIT has determined that Special 

Processing Indicator F i lter  vers ion 1.2 meets  the Common Cr iteria Part 3 conformant  

requirements of  Evaluation Assurance Level EAL4 for the specif ied Common Cr iteria 

Part 2 conformant  functional ity,  in the specif ied environment,  when running on 

platforms specif ied in Annex A.  

6.2  Recommendations 

Prospective consumers of Specia l Processing Indicator F i lter  version 1.2 should 

understand the specif ic scope of the cert if ication by reading this report in 

conjunction with the Security Target [1] .  The TOE should be used in accordance with a 

number of environmental considerations as specif ied in the Security Target .  
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Only the evaluated TOE conf igurat ion should be inst al led.  This is specif ied in Annex A 

with further relevant information given above under Section 4.3 “TOE scope” and 

Section 5 “Evaluation F indings ”.  

The TOE should be used in accordance with the supporting guidance documentation 

included in the evaluated configuration.  
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Annex A: Evaluated Configuration 

The system where the SPI F i lter is integrated consists of several computers dedicated 

to dif ferent function.  The Sealed Area contains equipment and cabling that gives 

direct access to c lassi f ied information. Al l  personnel with access shall  be authorised 

for this informat ion and equipment.   

Dedicated data l inks are used for communicat ion with the environment outside the 

Sealed Area,  via Crypto,  Firewal l or MIDS/L16 Terminal .  No other external connect ion 

exists (e .g.  IP v ia servers) .  No wireless devices exist .  

Input to the f i lter is a message headed for the receiving security domain.  The 

message is f irst  inspected for SPI bit  set to “on” or “off”.  I f  the SPI  bit  is “off” the 

send function is cal led,  and the message is send. Else if  the SPI bit  is set to “on”,  i .e .  

this message is by the main rule not to leave the system, an event is  registered in the 

security audit trai l ,  and the message is further inspected for any EMERGENCY or 

FORCE TELL indicator.  I f  there is no such indicator present ,  the message is stoppe d. 

Else if  an indicator is present the send function is called and the message is sent .  

The audit events are written to an audit trai l  that is stored in one of  the MMI 

computers and protected by the access control mechanisms in the MMI workstation 

operating system (Solaris/Linux) .  I f  it  is not possible to write to the audit trai l ,  an 

alarm is given. If  the audit trai l  runs ful l ,  the oldest stored events are overwritten,  

and an alarm is given to the operator.  

TOE Documentation 

The supporting guidance documents evaluated were:  

[a]  Air Defense Software Product Software Product Specif ication (SPS) for the 

SPI F i lter SW (SPS-60221138) Rev.  A 2011-05-05 

[b]  Air Defense Software Product Software Version Descr iption (SVD) SPI  Fi lter 

Software CSCI (SVD-60221138) Rev.  A 2011-05-09 

[c]  KDA SPI Fi lter Software Development Plan (SDP -60220685) Rev.  D 2011-

05-05 

[d]  Air Defense Software Product SPI Fi lter Environment Computer Software 

Conf iguration Item (CSCI)  Software Requirement Specif ication (SRS) ,  SRS -

60224895, Rev.  A,  2011-05-09 

Further discuss ion of the supporting guidance material is g iven in Section 5.3 

“Instal lat ion and Guidance Documentation”.  

TOE Configuration 

The following conf iguration was used for test ing:  

  SPI F i lter Software Component vers ion 1.2 .  

  The SPI F i lter is a software component which is installed on a Real Time 

(RT) Computer with PowerPC CPU and VxWorks 5.5.1 Operating System.  
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  The security audit tra i l  is  stored on the hard drive of one of the MMI 

workstations,  operating system: Solaris/Linux .  




