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1 Certification Statement 
Sospita L icense Protection QX Operating System is  a micro-control ler  operat ing 
system that controls  the execution of port ions of a software appl icat ion that is  
uploaded for execution on a token (e .g.  a smart card or an USB-token) .  

Sospita L icense Protection QX Operating System vers ion 3.2 has been evaluated under 
the terms of  the Norwegian IT  Security Cert if icat ion Scheme and has met the 
specif ied Common Criter ia Part  3 Evaluation Assurance Level  EAL 3 requirements for  
the specif ied Common Criter ia Part  2 conformant functional ity when running on the 
platforms specif ied in Annex A.  
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2 Abbreviations 
ACR  Access Control  Rights 

CC  Common Criter ia 

CCRA  Common Criter ia Recognit ion Arrangement 

CEM  Common Criter ia Evaluation Methodology 

EAL  Evaluation Assurance Level  

EOR  Evaluation Observation Report 

ETR  Evaluation Technical  Report  

EUL End-User L icense.  A Sospita l icense type that does not have the r ight to 
perform protect ion.  An EUL is  a mirror  of  a certain ML where both are 
have same identif icat ion values ,  except that the EUL only al lows 
execution of code protected with the corresponding ML. 

EVIT Evaluation Faci l ity under the Norwegian Cert i f icat ion Scheme for IT  
Security 

EWP  Evaluation Work Plan 

ML Master L icense.  A Sospita l icense type that al lows the process of 
protection and execution source code.  ML must be purchased from 
Sospita .  

PIN  Personal  Identif icat ion Number 

POC  Point of  Contact 

PUK  Personal  Unblocking Key 

QP  Qual i f ied Part ic ipant 

QX seQure eXecution,  the Sospita token operating system, a component of 
SLP.  

QXBlock A sub-element of  a QXCode.  One QXBlock corresponds to one “function” 
cal l  to QX. 

QXCode The col lect ion of al l  QX virtual  machine code which may be uploaded to 
and executed on the token.  One QXCode is  associated with exactly one 
l icense,  and vice versa.  

QXToken A secure micro control ler ,  external  to the host ,  with CPU, memory,  I /O 
interfaces and crypto capabi l i t ies ,  where the QXCode is  executed.  

SCP  Sospita Company Procedure 

SDK Sospita Development Kit ,  a component of SLP.  

SERTIT  Norwegian Cert i f icat ion Authority for  IT  Security 

SLM Sospita L icense Manager ,  a component of SLP.  

SLP  Sospita L icense Protection 
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SoF  Strength of Function 

SPM  Security Pol icy Model  

SRS  Sospita Runtime System 

ST  Security Target 

TL Transport L icense.  A Sospita l icense type that is  required to transfer 
l icenses between tokens.  

TOE  Target of  Evaluation 

TSF  TOE Security Functions 

TSP  TOE Security Pol icy 
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4 Executive Summary 

4.1 Introduction 

This  Cert i f icat ion Report states the outcome of the Common Criter ia IT-security 
evaluation of Sospita L icense Protect ion QX Operat ing System vers ion 3.2 to the 
Sponsor ,  Sospita ,  and is  intended to assist  prospective consumers when judging the 
suitabi l i ty of  the IT  security of  the product for  their  part icular  requirements .  

Prospective consumers are advised to read th is  report  in conjunct ion with the Publ ic 
vers ion of  the Security Target [2] ,  which specif ies the functional ,  environmental  and 
assurance evaluation requirements .  

4.2 Evaluated Product 

The vers ion  of the product evaluated was Sospita L icense Protect ion QX Operating 
System vers ion 3.2 .  

This  product is  a lso descr ibed in this  report  as the Target of  Evaluation (TOE) .  The 
developer was Sospita ,  Øksa 18, 4505 Mandal ,  Norway.  

The TOE is  a component of  Sospita L icense Protect ion (SLP) ,  a product that provides 
protect ion of software appl icat ions against unauthorised usage.  The TOE is  a micro-
control ler  operating system that controls  the execution of protected port ions of a 
software appl icat ion that are uploaded for  execution on a hardware token (e .g .  a 
smart card or a USB-token) .  

Detai ls  of  the evaluated configuration,  including the TOE’s  support ing guidance 
documentation,  are given in Annex A.  

An overview of the TOE’s  secur ity architecture can be found in Annex B.  

4.3 TOE scope 

The scope of the TOE is  l imited to the QX operating system. 

The fol lowing components are outside of the scope of  the evaluation: 

 Sospita Development Kit  

 Sospita L icense Manager 

 Sospita Runtime System 

4.4 Protection Profile Conformance 

The Security Target [1][2]  did not c laim conformance to any protect ion prof i le .  

4.5 Assurance Level 

The Security Target [1][2]  specif ied the assurance requirements for  the evaluation.  
Predefined evaluation assurance level  EAL3 was used.  Common Criter ia Part  3[5]  
descr ibes the scale of assurance given by predefined assurance levels  EAL1 to EAL7.  
An overview of CC is  given in CC Part  1[3] .  
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4.6 Strength of Function 

The minimum Strength of Function (SoF)  was SoF-High.  This  was claimed for the TOE 
security functions l isted in the ST [1][2]  sect ion 8.1 .  

The cryptographic mechanism contained in the TOE is  publ ic ly known (tr iple DES) ,  and 
its  appropriateness and strength is  outs ide of  the evaluation scope.  I ts  
implementation and operat ion is  however within the scope of the evaluation.  

4.7 Security Policy 

There are no Organizational  Security Pol ic ies or rules with which the TOE must 
comply .  

4.8 Security Claims 

The Security Target [1][2]  ful ly  specif ies the TOE’s  security object ives ,  the threats ,  
which these object ives meet ,  and security functional  requirements and security 
functions to elaborate the object ives .  Al l  of  the SFR’s  are taken from CC Part  2 [4] ;  
use of this  standard faci l i tates comparison with other evaluated products .  An 
overview of CC is  given in CC Part 1 [3] .  

4.9 Threats Countered 

The threats that the TOE counter are as fol lows:  

 An attacker may successful ly  modify a l icensed software appl icat ion or 
components of a l icensed software appl ication,  result ing in execution of an 
appl icat ion that they are not l icensed to use.  

 An attacker may successful ly  get security sensit ive attr ibutes of a l icense.  

 An attacker may successful ly  modify non-writeable attr ibutes of  a l icense,  
causing the l icense to be i l legal ly dupl icated or extending the or iginal  
l imitat ions .  

 An attacker may successful ly execute a software appl icat ion outside of the 
t ime l imits imposed by the l icense without tampering with the l icense itself .  

 An attacker may successful ly execute a software appl icat ion more t imes than 
al lowed by the l imits imposed by the l icense without tampering with the 
l icense itself .  

 An attacker may successful ly execute a software appl icat ion with different 
ACR than al lowed by the l imits imposed by the l icense without tampering with 
the l icense itself .  

 Information may leak between QX appl icat ions or between l icenses and QX 
appl icat ions ,  a l lowing an attacker to breach l icense protection.  

 An attacker may successful ly  i l legal ly dupl icate a l icense.  

 An attacker may obtain a master l icense with an id reserved for somebody 
else .  This  impersonation can cause appl icat ion errors i f  a user  tr ies to execute 

12.  Apri l  2005 SERTIT-002-CR Issue 1.0 

 Page 11 of  25 

 



 

EAL 3 Sospita L icense Protect ion QX Operating System, vers ion 3.2 

 

an appl icat ion with the attacker ’s  l icense or s impl ify unauthorized dupl icat ion 
i f  the attacker has access to cryptographic information used in original  master  
l icense.  

 A non-authorized user may break the lock protection of a PIN/PUK or password 
locked l icense or  token,  and perform unauthorized usage.  

 An attacker can stress the physical  l imitat ions on write cycles of  EEPROM and 
get a modif icat ion of  bits  in l icenses .  

4.10 Threats Countered by the TOE’s environment 

The fol lowing threat is  to be countered by the TOE’s  environment: 

 A sophist icated attacker possess ing the necessary ski l ls  and appropriate 
hardware and software tools  may perform hardware attacks in an attempt to 
modify or  read security sensit ive data in the TOE.  

4.11 Threats and Attacks not Countered 

 I f  a user by mistake sett ing the host ’s  internal  c lock to a future t ime it  can 
disable val id l icenses .  Sett ing the host ’s  internal  c lock backwards can make a 
l icense last  longer than it  is  expected to ,  i f  no start  date is  set as a 
constraint .  The QX keeps track of  last  used t ime,  so manual ly sett ing the clock 
back in t ime requires the user to keep manual ly track of the last  used t ime.  

 The License ID can be manipulated because the L icense ID is  not protected by 
Sospita ’s  QX code.  

These vulnerabi l i t ies are descr ibed in the guidance documents [15] ,  [16] and [17] and 
in the developer ’s  vulnerabi l i ty analysis .  

4.12 Environmental Assumptions and Dependencies 

The fol lowing assumptions are assumed to exist  in the environment:  

 The TOE must be instal led on a secure hardware token that provides resistance 
against physical  attacks appropriate to the threat environment.  

 The QX appl icat ion program interface [SRS] wi l l  provide security metr ics for  
the author iz ing mechanisms ( i .e .  PIN/PUK and password) .  

 The abi l i ty to generate master l icenses must be l imited to a master l icense 
generation faci l i ty .  

4.13 IT Security Objectives 

The IT  security object ives in  the ST [1][2]  are as fol lows:  

 One or more l icenses control  the execution of QX appl icat ions .  

 An end-user must not be able to view security sensit ive attr ibutes of  a l icense 
stored on a token,  but may be able to view those that are not security 
sensit ive .  
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 A user  must not be able to use modif ied QX appl icat ions by which he/she is  
not the legal  owner of ,  i .e .  possesses a corresponding master  l icense.  

 The execution of a QX appl icat ion on a token must not interfere with any 
other QX appl icat ion or l icense.  

 QX appl ications must not be readable from the host computer .  

 Execution of  a QX applicat ion must be permitted only within the t ime 
constraints of  a l icense stored on a token.  

 The number of executions of a QX appl icat ion must be control led in 
accordance with a counter of  l icense stored on a token. 

 The execution of QX appl icat ions must be control led in accordance with the 
ACR f ie ld stored in l icenses .  

 The abi l i ty to securely ( integrity and confidential i ty protection) transfer  a 
l icense between tokens must be provided.  

 I t  must be possible to control  the abi l i ty to propagate a l icense from one 
token to other tokens.  

 A user  wanting to use a PIN/PUK or password locked l icense or  token must 
provide a PIN/PUK or password in order to be author ized.  

 Modif icat ion of attr ibutes of a l icense must be control led.  

 Mechanisms for detecting hardware faults  because of  imposed stress must be 
provided by the TOE.  

 Mechanisms for providing a proof of  ownership for  a specif ic  master l icense 
must exist .  

 The TOE must be instal led on a secure hardware token that provides resistance 
against physical  attacks appropriate to the threat environment.  

 The QX appl icat ion program interface [SRS] wi l l  provide security metr ics for  
the author iz ing mechanisms ( i .e .  PIN/PUK and password) .  

 The abi l i ty to generate master l icenses must be l imited to a master l icense 
generation faci l i ty .  

4.14 Non-IT Security Objectives 

The non-IT security object ives in the ST [1][2]  are met by procedural  or  
administrative measures in the TOE’s  environment and are as fol lows: 

 Protected software appl icat ions and the corresponding cryptographic 
information must be generated and stored in a secure manner ,  such that no 
sensit ive data is  disclosed or possible to modify for  unauthorized persons.  

4.15 Security Functional Requirements 

The TOE provides security functions to sat isfy the fol lowing Security Functional  
Requirements (SFRs) .   Iterat ion (the use of  a component more than once with varying 
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operations)  is  indicated by use of (n )  fol lowing the component designator ,  where n is  
the number of the iterat ion:  

 Cryptographic key generat ion FCS_CKM.1 

 Cryptographic operat ion FCS_COP.1 (1)  

 Cryptographic operat ion FCS_COP.1 (2)  

 Cryptographic operat ion FCS_COP.1 (3)  

 Subset access control  FDP_ACC.1 (1)  

 Subset access control  FDP_ACC.1 (2)  

 Security attr ibute based access control  FDP_ACF.1 (1)  

 Security attr ibute based access control  FDP_ACF.1 (2)  

 Basic data authentication FDP_DAU.1 

 Import of user data with secur ity attr ibutes FDP_ITC.2 (1)  

 Import of user data with secur ity attr ibutes FDP_ITC.2 (2)  

 Subset res idual  information protect ion FDP_RIP.1 

 Stored data integr ity monitor ing FDP_SDI .1 

 Basic data exchange confidential ity FDP_UCT.1 (1)  

 Basic data exchange confidential ity FDP_UCT.1 (2)  

 Data exchange integrity FDP_UIT .1 (1)  

 Data exchange integrity FDP_UIT .1 (2)  

 Authenticat ion fai lures FIA_AFL.1 (1)  

 Authenticat ion fai lures FIA_AFL.1 (2)  

 Authenticat ion fai lures FIA_AFL.1 (3)  

 Timing of  authentication FIA_UAU.1 

 Re-authenticat ing FIA_UAU.6 

 Replay detect ion FPT_RPL.1 

 Non-bypassabi l i ty of  the TSP FPT_RVM.1 

 TSF domain separation FPT_SEP.1 

The IT-environment is  required to sat isfy the fol lowing SFRs:  

 Basic data authentication FDP_DAU.1 

 Verif icat ion of secrets FIA_SOS.1 

 Passive detect ion of physical  attack FPT_PHP.1 

 Resistance to physical  attack FPT_PHP.3 

 Rel iable T ime Stamps FPT_STM.1 
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4.16 Security Function Policy 

The TOE has a l icence access control  security function pol icy def ined in FDP_ACC.1 
(1) ,  FDP_ACF.1 (1) ,  FDP_ITC.2 (1) ,  FDP_UCT.1 (1)  and FDP_UIT .1 (1) .  

The l icense access control  SFP is  enforced on:  

 The fol lowing subjects:  User 

 The fol lowing objects: Master l icense,  Server  l icense,  End-user l icense,  
Transport  l icense.  

 The fol lowing operat ions:  View a l icense,  Generate a request for  a master 
l icense,  Generate a transport l icense,  Move a l icense between tokens,  Derive a 
specif ic  number of end-user  l icenses ,  Merge end-user  and server l icenses ,  
Backup writable l icenses ,  Edit  writable l icense attr ibutes ,  Lock and unlock a 
l icense,  Delete a l icense.  

The TOE has a QX applicat ion access control  security function pol icy def ined in 
FDP_ACC.1 (2) ,  FDP_ACF.1 (2) ,  FDP_ITC.2 (2) ,  FDP_UCT.1 (2)  and FDP_UIT .1 (2) .  

The QX appl icat ion access control  SFP is  enforced on: 

 The fol lowing subjects:  User .  

 The fol lowing objects: QX appl icat ion.  

 The fol lowing operations:  Upload a QX appl icat ion,  Encrypt and decrypt a QX 
appl icat ion,  Execute a QX appl icat ion.  

4.17 Evaluation Conduct 

The evaluation was carr ied out in accordance with the requirements of the 
Norwegian Cert i f icat ion Scheme as descr ibed in SERTIT Document SD001[6] .  The 
Norwegian Cert i f icat ion Authority for  IT  Security (SERTIT)  manages the Scheme.   

The purpose of the evaluation was to provide assurance about the effect iveness of 
the TOE in meeting its  Security Target [1][2] ,  which prospective consumers are 
advised to read.  To ensure that the Security Target [1][2]  gave an appropriate 
basel ine for  a CC evaluation,  it  was f irst  i tself  evaluated.  The TOE was then evaluated 
against this  basel ine .  Both parts  of  the evaluation were performed in accordance 
with CC Part  3 [5]  and the Common Evaluation Methodology (CEM) [7] .  
Interpretat ions used are [8] ,  [9] ,  [10] ,  [11] ,  [12] ,  [13] and [14] l isted in the 
references sect ion.  

SERTIT monitored the evaluation, which was carr ied out by the Secode Norge1 IT-
Security Evaluation Faci l i ty ( ITSEF/EVIT) .  The evaluation was completed when the EVIT 
submitted the Evaluation Technical  Report  (ETR) [14] to SERTIT in 02.10.2002.  SERTIT 
then produced this  Cert if icat ion Report .  

                                                     
1 At the time of the evaluation, Secode Norway AS was called System Sikkerhet ASA 
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4.18 General Points 

The evaluation addressed the security functional ity c laimed in the Security Target 
[1][2]  with reference to the assumed operating environment specif ied by the Security 
Target [1][2] .  The evaluated configurat ion was that specif ied in Annex A.  Prospective 
consumers are advised to check that this  matches their  identif ied requirements and 
give due considerat ion to the recommendations and caveats of  this  report .  

Cert i f icat ion does not guarantee that the IT  product is  f ree from security 
vulnerabi l it ies .  This  Cert if icat ion Report and the belonging Cert i f icate only ref lect 
the view of SERTIT at the t ime of cert if icat ion.  I t  is  furthermore the responsibi l i ty of  
users (both exist ing and prospective)  to check whether any security vulnerabi l i t ies 
have been discovered s ince the date shown in this  report .  This  Cert i f icat ion Report is  
not an endorsement of  the IT  product by SERTIT or  any other organizat ion that 
recognizes or gives effect to this  Cert i f icat ion Report ,  and no warranty of the IT  
product by SERTIT or  any other organizat ion that recognizes or  gives effect to this  
Cert i f icat ion Report is  e ither  expressed or impl ied.  
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5 Evaluation Findings 

5.1 Introduction 

The Evaluators examined the fol lowing assurance classes and components taken from 
CC Part  3 [5] .  These classes comprise the EAL3 assurance package. 

Assurance Class Assurance Components 

ACM_CAP.3 Author izat ion Controls Configurat ion 
management 

ACM_SCP.1 TOE CM coverage 

ADO_DEL.1 Del ivery Procedures Del ivery and operation 

ADO_IGS.1 Instal lat ion,  generation and start-up 
procedures 

ADV_FSP.1 Informal Functional  Specif icat ion 

ADV_HLD.2 Security enforcing high-level  design 

Development 

ADV_RCR.1 Informal correspondence demonstrat ion 

AGD_ADM.1 Administrator guidance Guidance documents 

AGD_USR.1 User guidance 

Life cycle support ALC_DVS.1 Identif icat ion of security measures 

ATE_COV.2 Analysis  of  coverage 

ATE_DPT.1 Test ing:  high-level  design 

ATE_FUN.1 Functional  test ing 

Tests  

ATE_IND.2 Independent test ing – sample 

AVA_MSU.1 Examination of Guidance 

AVA_SOF.1 Strength of TOE security function 
evaluation 

Vulnerabi l ity 
assessment 

AVA_VLA.1 Developer vulnerabi l i ty analysis  

Al l  assurance classes were found to be satisfactory and were awarded an overal l  
“pass” verdict .  

5.2 Delivery 

The del ivery procedures are descr ibed in the Sospita Company Procedure (SCP) 
documents [23] and [24] l isted in Section 3 “References” .  

Upon receipt of  the TOE,  the consumer is  recommended to check that the evaluated 
vers ion has been supplied,  and to check that the security of  the TOE has not been 
compromised in del ivery .  
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5.3 Installation and Guidance Documentation 

The SLP Developer ’s  Manual [15] ,  the SLP Administrator ’s  Manual  [16] and the SLP 
Development Kit  [17] (which are release notes and readme f i le)  provide guidance and 
detai ls  of  instal lat ion of the TOE in the evaluated configurat ion.  

The main document to read for  instal lat ion in the evaluated configurat ion is  the SLP 
Administrator ’s  Manual[16] .  

5.4 Misuse 

Users should fol low the guidance in the Administrator ’s  Manual [16] in order to 
ensure that the TOE operates in a secure manner .  

 

5.5 Vulnerability Analysis 

The evaluators were sat isf ied that the developer ’s  vulnerabi l i ty analysis  descr ibes al l  
obvious vulnerabi l i t ies and that it  gives a rat ionale for why they are /  are not 
exploitable in the intended environment for the TOE.  

5.6 Developer’s Tests 

Sospita ’s  test ing is  mostly based on automatic tests performed by a test  program 
(software) ,  which is  developed by Sospita .  The test  procedures of this  test  program 
are documented in SLP QX Test Specif icat ion Integration Test Specif icat ion [18] .  

The test  program is  instal led on a PC,  which has the necessary smart card readers and 
USB interfaces .  Two unused tokens (Phi l ips P16Wx064 or Atmel AT90SC6464C PCS,  
smart card or USB interface)  with the QX OS vers ion 3.2 and a STL (Sospita Transport  
L icense)  are inserted in the connections .  The PC is  connected to the network at 
Sospita ’s  location in Mandal ,  which has the faci l i ty of  transferr ing a Sospita master  
l icense.  

Automatic tests requirements:  

 Software:  

-  Windows 2000 

-  QXApi32.dl l  

-  Testrunner .exe,  vers ion 3.2 

-  0QXApiTest .dl l ,  version 3.2 ,  bui ld 3 .2 .6 

-  QxSystemTest .exe,  vers ion 3.2 

 Hardware with Master l icense generation server v ia TCP/IP:  

-  2 QX tokens with Phi l ips hardware (and the necessary readers) .  

-  2 QX tokens with Atmel hardware (and the necessary readers) .  

 Hardware without Master l icense generation server v ia TCP/IP:  
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-  Prerequis ite:  Init ia l  access to a Master  l icense server  v ia TCP/IP for  
preloading of necessary master l icense to one token.  

-  3 QX tokens with Phi l ips hardware (and the necessary readers) ,  where 
one token holds al l  the necessary master l icenses .  

-  3 QX tokens with Atmel hardware (and the necessary readers) ,  where 
one token holds al l  the necessary master l icenses .  

Manual  test  requirements for  L icense constraints ,  Execution and Block integrity:  

 Development tools  (Sospita Development Kit ,  vers ion 3.2 [17])  

 1 Master  l icense 

 2 tokens with the necessary readers 

 Addit ional  for  tests in sect ion 13: An editor 

Pre-coded test appl icat ions are avai lable .  

Developer ’s  test ing approach 

The developer has thoroughly tested al l  security functions ,  which are addressable via 
the smart card or  USB interface.  Tests are performed both for  negative and posit ive 
results .  Al l  security functions except F14,  F26 and F25 have been tested with 
different test  procedures .  

The Security functions:  

F14 One QX appl icat ion on a token is  not able to interfere with the execution path 
of any other QX appl icat ion on the token,  nor use memory areas used for  
l icenses .  When a memory area used by one QX appl icat ion is  al located to 
another ,  this  memory is  c leared before the al location.  

F26 The TOE shal l  detect if  integr ity errors of  l icenses and memory range of QX 
appl icat ions stored on tokens occur  

are internal  QX functions and have been tested during the development process .  

 

The security function: 

F25 The TOE shal l  detect write fai lures in EEPROM when l icense are uploaded 

is  executed every t ime a new l icense is  generated and is  thereby ver if ied.  

Amount of test ing performed 

Approximately 150 different tests are performed.  These tests covers the functions 
specif ied in document SLP QX Operating System Functional  Specif icat ion [22],  except 
for  the security functions l isted above.  

 

Test ing results  

The evaluators have received test  reports both for  the automatic and manual tests  
from the developer .  The test  reports include both expected and actual  results  and 
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have been generated by the automatic test  programs.  For the manual  tests ,  test  
reports with individual  test  results  have been generated.  The evaluators have 
witnessed both the automatic and manual ly performed tests during the independent 
test ing.  Al l  tests  have been successful ly performed with the expected results .  

5.7 Evaluators’ Tests 

The evaluation team decided to test  al l  security functions related to the user  of  a 
protected appl icat ion (end-user) ,  which are: 

F16: The fol lowing attr ibutes of l icenses in transfer are protected from disclosure: 

i  The symmetr ic encryption key 

i i  The init ia l isat ion vector 

i i i  Lock specif icat ions 

F17: End-user  and server  l icenses stored on QX tokens are non-writeable .  

F21: A lock can be assigned to a l icense or token to ensure that only authenticated 
users can use this  l icense or  token.  The user must provide a PIN or password in 
order to unlock a l icense or token and the unlocked modus is  only act ive in a 
continuous sess ion.  

F22: After  3 successive authenticat ion fai lures a PIN-locked l icense or token wil l  be 
blocked unti l  a correct PUK is  provided.  Wrong PUK can be given 6 t imes.  After  
6 successive PUK fai lures ,  the l icense or  token wil l  be permanently blocked.  

F23: After  10 successive authentication fai lures a password-locked l icense or token 
wil l  be permanently blocked.  

By examining the developers test  specif icat ion [18] the evaluation team discovered 
that the developer has thoroughly tested al l  security function related to the user  of  a 
protected appl icat ion,  and therefore decided to witness these tests at  the developer ’s  
s ite .  

Most of  the developers test ing are performed automatical ly ,  and the evaluation team 
decided to witness the tests descr ibed in the developers test  specif icat ion [18].  The 
test ing was performed at Sospita in Mandal and at Secode Norge2 in August 2002.  

Al l  test  results  were according to the expected results  in the developers test  
specif icat ion [18] .  

                                                     
2 At the time of the evaluation, Secode Norway AS was called System Sikkerhet ASA 
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6 Evaluation Outcome 

6.1 Certification Result 

After due considerat ion of the ETR [14] ,  produced by the Evaluators ,  and the conduct 
of the evaluation,  as witnessed by the Cert i f ier ,  SERTIT has determined that Sospita 
L icense Protect ion QX Operat ing System vers ion 3.2 running on the hardware tokens 
Phi l ips P16WX064, Atmel AT90SC6464C and Atmel AT90SC6464C-USB micro 
control lers  meets the specif ied Common Criter ia Part  3 conformant  requirements of 
Evaluation Assurance Level  EAL 3 for  the specif ied Common Cr iter ia Part  2 
conformant  functional ity in the specif ied environment,  when running on platforms 
specif ied in Annex A.  

The minimum Strength of Function was SoF-High.  

 

6.2 Recommendations 

Prospective consumers of  Sospita L icense Protect ion QX Operating System vers ion 3.2 
should understand the specif ic  scope of the cert if icat ion by reading this  report in 
conjunction with the Security Target [1][2] .  The TOE should be used in accordance 
with environmental  considerations as specif ied in the Security Target [1][2] .  

Only the evaluated TOE configuration should be instal led.  This  is  specif ied in Annex A 
with further re levant information given above under Sect ion 4.3 “TOE Scope” and 
Sect ion 5 “Evaluation Findings” .  

The TOE should be used in accordance with the support ing guidance documentation 
included in the evaluated configuration.  
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Annex A: Evaluated Configuration 

TOE Identification 

The TOE consists  of :  

The Sospita L icense Protection QX Operat ing System vers ion 3.2 .  

TOE Documentation 

The support ing guidance documents evaluated were:  

[a] SLP Developer ’s  Manual [15] 

[b]  SLP Administrator ’s  Manual [16] 

[c]  SLP Development Kit  [17] 

Further discussion of  the supporting guidance mater ial  is  given in Sect ion 5.3 
“ Instal lat ion and Guidance Documentation” 

TOE Configuration 

The fol lowing configuration was used for  testing:  

The test  program for automatic tests on the TOE is  instal led on a PC,  which has the 
necessary smart card readers and USB interfaces .  Two unused tokens (Phil ips 
P16Wx064 or Atmel AT90SC6464C  PCS,  smart card or  USB interface)  with the QX OS 
vers ion 3.2 and a STL (Sospita Transport  L icense)  are inserted in the connections .  The 
PC is  connected to the network at Sospitas location in Mandal ,  which has the faci l i ty 
of  transferr ing a Sospita master  l icense.  

Automatic tests requirements:  

•  Software:  

 Windows 2000 

 QXApi32.dl l  

 Testrunner .exe,  vers ion 3.2 

 QXApiTest .dl l ,  vers ion 3.2 ,  bui ld 3 .2 .6 

 QxSystemTest .exe,  vers ion 3.2 

•  Hardware 

 With Master  l icense generat ion server v ia TCP/IP 

 2 QX tokens with Phi l ips hardware (and the necessary readers)  

 2 QX tokens with Atmel hardware (and the necessary readers)  

 Without Master  l icense generation server v ia TCP/IP 

 Prerequis ite:  Init ia l  access to a Master  l icense server  v ia TCP/IP 
for  preloading of  necessary master  l icense to one token  
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 3 QX tokens with Phi l ips hardware (and the necessary readers) ,  
where one token holds al l  the necessary master l icenses 

 3 QX tokens with Atmel hardware (and the necessary readers) ,  
where one token holds al l  the necessary master l icenses 

 

Manual  test  requirements for  section 8,  L icense constraints ,  sect ion 12,  Execution,  
and sect ion 13,  Block integ:  

•  Development tools  (Sospita Development Kit ,  vers ion 3.2)  

•  1 Master  l icense 

•  2 tokens with the necessary readers 

•  Addit ional  for  tests in sect ion 13: An editor 

Pre-coded test appl icat ions are avai lable .  
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Annex B: Product Security Architecture 
This annex gives an overview of the main product architectural  features that are 
relevant to the security of  the TOE.  Other detai ls  of  the scope of  evaluation are given 
in the main body of the report and in Annex A.  

Architectural Features 

  

The f igure above shows the two main (high level )  components of  the QX operating 
system, the security manager and the virtual machine.  Documents [25] ,  [20] and [21] 
and give an overview of QX,  descr ibe the QX security manager and the QX virtual  
machine respectively .  

The security manager performs l icense management operat ions (e .g.  l icense 
upload/download,  changing l icense attr ibutes and so on) and runtime l icense 
enforcement.  The virtual  machine handles execution of QX appl icat ions ,  enforcing 
non-interference between different QX appl icat ions ( i .e .  f i re-wal l  mechanisms) and 
runtime memory bounds ver if icat ion.  

Design Subsystems 

The QX Virtual  Machine 

As the QX Virtual  Machine supports 32 bits  instruct ions,  independently of  the 
hardware platform, most PC applicat ion code using data types supported by QX can 
be executed with equal  precis ion in QX.  QX is  also highly dynamic by al lowing for 
automatic real location of memory areas that must be used by a specif ic  QX 
appl ication.  In this  way,  an appl icat ion with many big fragments can be executed by 
dynamical ly  uploading the wanted fragment and real locate memory for  this  part icular  
block.  The virtual  machine employs a RAM stack for  internal  function cal ls .  The stack 
s ize for  QX vers ion 3.2 is  typical ly  some 700 bytes ,  depending on underly ing 
hardware character ist ics .  

Mult iple QX appl icat ions can be act ive (“selected” in the Java card terminology) 
s imultaneously .  Cal ls  to QX appl icat ions are queued on the host ,  and executed one at 
the t ime on the card.  An “unl imited” number of QX appl ications can be executed 
s imultaneously .  (The actual  l imit  is  128 applicat ions ,  the s ize of the l icense table ,  
where each l icense is  associated with one QX appl icat ion. )  In QX,  EEPROM memory is  
not a l imitat ion:  QX offers  a dynamic uploading of QX appl icat ions ,  which means that 
QX appl icat ions are swapped in and out of  the QX operating system. This  mechanism 
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also appl ies to a s ingle QX appl icat ion,  which means that the QX appl icat ion s ize may 
be greater  than the EEPROM size .  

The QX Security Manager 

The QX Security Manager is  concerned with the fol lowing functions:  

 Control l ing al l  I /O to/from host .  

 License generation,  storage,  transfer (out of  and in to token) and delet ion.  

 Enforcing l icense restr ict ions during runt ime,  only al lowing appl ications with 
a val id l icense to be executed.  

 Memory management,  keeping information about open connections ,  l icenses 
and appl icat ions stored on token and garbage col lect ion ( including object 
reuse,  i .e .  re-init ial is ing memory returned to the OS) .  
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